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Cryptography: Information confidentiality, integrity, authenticity,
and person identification

Diflie, HelCwiav, New trend --.

Symmetric cryptography Asymmetric Cryptography
Symmetric encryption Asymmetric encry'ption
H-functions, Message digest E-signature - Public Key !nfrastructure - PKI
HMAC H-Message Authentication Code E-money, cryptocurrencies

E-voting

Digital Rights Management - DRM
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Block cipher AES - 128, 192, 256 --> Encryption --> Decryption
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Original image Encrypted using ECB mode Modes other than ECB result in
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(a) plaintext (b) plaintext encrypted in ECB mode
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Stream Cipher - Vernam Cipher - One-Time Pad
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Asymmetric cryptography

Alice PrK and PuK are related
~Targe PuK = F(PrK)
el F is one-way function - OWF:
K It is erasy to compute PuK when F and
Generation PrK are given.
Program

Kerchoff principe.
Having PuK and F, it is infeasible to
find PrK = F1(PuK).

_ 2048 . 0, B
Public Parameters PP = (p, g) po2 =W l/> | =20u3 &,

= 360 der. dgh‘f
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PrK = x <--randi ==>PuK=a=g"mod p

OG‘;!M/) $S1 softwore | Prlc| = 204& bite o, 220%1

Python | Puk | = 2048 pits
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?:5: P=25+t4 =1 — s gjronj’/jfbmé
q=7: p=2.7+1 =15 — c ctrowgphuye Vol prime.

>> p=genstrongprime(28) Jf%/?l‘ﬁfrﬂf hAe %[Méf/g,w; Xzl ﬂ’é%/’? M

p =204105323

>>q=(p-1)/2 Ly the <A C’Z*:{4 2,3, .- p—[}
q = 102052661 P P 2
>> isprime(q) ¥* mﬂa//D & . /loﬂﬁ;P
ans=1 :
>> isprime(p) E. g L{ P =44 — 177 Vl/;ﬁd//:@ i (1
::5=21* +1 © L 211
p=p2041q05323 L = 4 42 37 ) 40} &6
*od 11 &L 2 rood 71
>>mod(17,11)
ans=6
Multiplication Tab.
Z;*
* 1 2 3 4 5 6 7 8 9 10
1 1 2 3 4 5 6 7 8 9 10
2 2 4 6 810 1 3 5 7 9
3 3 6 9 1 4 7 10 2 5 8
4 4 8 1 5 9 2 6 10 3 7
5 510 4 9 3 8 2 7 1 6
6 6 1 7 2 8 3 9 4 10 5
7 7 310 6 2 9 5 1 8 4
8 8 5 210 7 4 1 9 6 3
9 9 7 3 110 8 6 4 2
10 10 9 7 6 5 4 3 2 1
Power ‘ - pP-1
it Z{ p o prime=2z2 =1 wred p
A0 1 2 3 4 6 7 8 9 10
1011 1 1 1 11111 /A2 ezslrl=4
2 1 2 4 8 510 9 7 3 6 1 Proéa&&lzz/ Todind 2 Cfewmfor
Y3 1 3 9 5 4 3 9 5 4 1 - x B :
¥4 1 4 5 9 3 4 5 9 3 1 mo?; ’“/4‘2‘2""7/3 () s
{5 1 5 3 4 9 s 3 4 9 1 deud g4~ 40O,
6 1 6 3 7 910 5 8 4 2 1
7 1 7 5 2 310 4 6 9 8 1
8 1 8 9 6 410 3 2 5 7 1
$9 1 9 4 3 5 1 9 4 3 5 1
%10 110 110 1 10 1 10 1 10 1
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Till this plaace

C.5.3 Finding generators.

We have to look inside Zp* and find a generator. How?

Even if we have a candidate, how do we test it?

The condition is that <g> = G which would take |G| steps to check: p~22048 > |G| ~22048,
In fact, finding a generator given p is in general a hard problem.

We can exploit the particular prime numbers names as strong primes.

If p is prime and p=2g+1 with g prime then p is a strong prime.

Note that the order of the group Zp* is p-1=2gq, i.e. |Zp* | =2q.

F.act C.23. Say p=2qg+1 is strong prime where q = (p-1)/2 is prime, then g in Zp* is a generator of Zp*
g’>+ 1modpandgi# 1 modp.

Testing whether g is a generator is easy given strong prime p.

Now, given p=2q+1, the generator can be found by randomly generation numbers g<p and verifying
two relations.The probability to find a generator is ~0.4.

How to fing more generators when g one is found?

Fact C.24. If g is a generator and i is not divisible by g and 2 then ¢’ is a generator as well, i.e.
If g is a generator and gcd(i,q)=1 and gcd(i,2)=1, then g'is a generator as well.

1. CPr[ZA) P(/ZL[A> :B CPM(B; P“]’[B>

U (/CA =
DK 2 } arewt covmmm chanel
e A
Asymmetric Encryption - Decryption Asymmetric Signing - Verification
C=Enc(PuK,, m) S=Sig(PrKa, m)

m=Dec(PrKa, c) V=Ver(Puks, m, s), Ve{True, False} = {1, 0}
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Zether: Towards Privacy in a Smart Contract World

; . ” i o . ,
Benedikt Biinz!. Shashank Agrawal?. Mahdi Zamani®. and Dan Boneh?

IStanford University, benedikt@cs.stanford.edu
2Visa Research, shaagraw@visa.com
3Visa Research, mzamani@visa.com
4Stanford University, dabo@cs.stanford.edu

Zether: Towards Privacy in a Smart Contract World

Benedikt Bunz1, Shashank Agrawal2, Mahdi Zamani3, and Dan Boneh4

100_003 Introd_Crypto Page 7



1Stanford University, benedikt@cs.stanford.edu
2Visa Research, shaagraw@visa.com

3Visa Research, mzamani@visa.com

4Stanford University, dabo@cs.stanford.edu

Ctrl/F --> EIGamal --> Exact mathes 21

Wl cia
y Evaluator
Client  song (Public Cloud)
( Y\ encrypted e x“,-“"‘/"“n.’
inputs ;' Perform secure K
h#ps:// . computation, data ,v”xl
“Toturn * _ analytics and machine~
- f . -
Private | encrypted . learning )-
dataset)| result Seao J==-7
\. .II "\-- - ..11'

Database Encryption

Fully Homomorphic Encryption

Data A

DataA

Encrypted data B

(b) Our proposed homomorphic encryption based method

Database Query

100_003 Introd_Crypto Page 8



Database Query Browser [
eLzcT + FROM alarm_event_data -
Query Area
~ ry Execute
[#Limit SELECT to:] {1000 | rows
' Resultset 1 =Default- fl =
6] | propname | diype | Intealue | floatvalue | strvalug |
1 eventyalug = 0 2 oo om H | @ Schema  (; History
1 CustomEmailMessage 2 L | TN [y i : ageni_events =
1 CustomEmailSubject 2 (ra ] [ L ;alla:rm_wn!ﬂt:t‘laﬁ
2 evenivalua 0 1 o ; :g::w:‘; S
2 CustomEmailMessage 2 ] e lgonn -
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3 CustomEmailMassage 2 L] [ o | [ strvalue (VARCHAR)
3 CustomEmailSubject 2 (e ] [ T | [ slarm_events
4 sefpointy 1 = 50 mm L ‘_.conlamers
4 eventvalus 1 o 50,184 L fles
4 CustomEmalliMessage 2 L} T L ;::2':‘3'":;95
4 CustomEmailSubject 2 o e Jrui ] r ?snada:user_cl
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6 ewenlvalug (1] 2 I || scada_users
6 CustomEmailMessage - [ ] v Jru | -] =qlt_data_t1_2017_11
& CustomEmailSubjact Result Datacm £ A EETable List! al
1000 rows fefched in 0.037s inuhu Refiesh o Edit «f Apply iDiscard o J+]
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T sentence s,
indernciaWith_Proben redal i o Cotsss DUCUmEﬂt DOC-
e ] interacrswith_protein 1,
e L e | e occursin_sentence o,
s | e relatedTo_bisease R,
l occursIn_bocument oD
WHERE o o
Ll Cocumerd L.LipidID = 0.Lipid_ID AND
i o ] e L.LipidID = I.Lipid_ID AND
Sersence Jest . L.LipidIip = R.Lipid_ID AND
¥ dousrad P.Protein_ID = I.Protein_ID AND
coturain oo D.Disease_ID = R.Disease_ID AND
T S.5entence_ID = O, Sentence_ID AND
¥t | Serterce 0 sS.sentence_ID = OD,Sentence_ID AND
Ll L L DOC. Document_ID = OD.DocumentID;

Searidh i /Dﬂ—Z%W s Wrmz&/ (v 1he [(&7/5 Wit ane ﬂ/’ﬁ/&ffﬁ/.
a

—

- Searid,

: @/@fz(m)
52’5f7$

&/‘ﬁ/éf’&rm/

D/(Z%{ZVO " ]
log,2" =32 __

n - remrals
N A 231

Order-Revealing Encryption - OREnc 2020 M DPL ngm\e??rg 2.6 ..

GOMN Y SWn

)
\

Database encryption has received increased attention recently due to the enormous amount of
sensitive data stored in outsourcing cloud databases. One of promising solutions to protect the
confidentiality of sensitive data is to use encryption and performing query evaluation over
encrypted data.
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Order-Preserving Encryption. Property-preserving encryption which preserves some property of
plaintexts enables performing query evaluation on ciphertexts. Among them, order-preserving
encryption (OPEnc) whose ciphertexts preserve the numerical ordering of their underlying
plaintexts has received a lot of attention since it can support efficient query operation on
encrypted data such as sorting and range queries using the ordering information. In 2004,
Agrawal et al. first proposed the concept of OPEnc. Later, Boldyreva et al. provided the security
notions of OPEnc formally and also showed that any immutable OPEnc schemes with ideal
security must have the ciphertext length which grows exponentially in the plaintext length.
Recently, some ideally-secure OPEnc schemes whose ciphertexts reveal no additional
information beyond the order of the underlying plaintexts have been proposed. However, these
schemes require large communication and storage complexities.

A new ideally-secure OREncS scheme with shorter ciphertexts is proposed in 2020. Combining it
with the domain-extension scheme the new OREncL scheme with shorter ciphertexts under the
same security level is obtained ...
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